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Who’s Policing the IT Police?
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Rick Krepelka, Chief Operations Officer 
Golden State Risk Management Authority

Tommy Le, IT/IS Manager
Washington Schools Risk Management Pool (WSRMP) 

Ritesh Sharma, Manager, Finance & Accounting
Bickmore

Who’s Policing the IT Police?
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How Did This Happen?!

• Prior to computer technology, “access” was 
managed with physical locks and keys.

• Advent of technology ‐> The keys became 
technology‐based so IT became the 
gatekeepers.

• Technology permeates the workplace and 
the IT gatekeepers suddenly are very 
powerful…and it’s very scary.
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KLS IT Police Framework
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What Systems?

Financial
• Banking
• Accounting
• Investment
• Claims
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What Systems? (cont.)

Data
• Underwriting
• HR/Employee benefits
• Contact management/CRM
• Claims
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What Systems? (cont.)

Operations
• Network
• Computer systems/devices
• Portals
• Intranet
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What Systems? (cont.)

Other
• Company website
• Worksheets & documents
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What’s At Risk?

• Financial Ruin:
– Theft from internal or external agents
– Errors by employees

• Data Management:
– Data breach
– Compromised information
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What’s At Risk? (cont.)

• Operations Management:
– Critical systems failure
– Business continuity

• Any of the Above:
– Publicity nightmare
– Loss of faith
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What To Do?

1. Identify systems and data repositories that 
require protection.

2. Define roles for the various parties 
requiring access.

3. Address the issue of “primary 
gatekeeper(s)” of each system.
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What To Do? (cont.)

4. Develop checks and balances to reduce 
risk.

• Preventive controls
• Compensating controls

5. Develop policies and procedures to 
manage and enforce the roles. 

6. Conduct periodic review and evaluation; 
Engage external auditor or reviewer to 
evaluate systems and processes.

• Detective controls
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An Example…

Formalizing a System of Security …
A simple case study



SEPTEMBER 12-15, 2017
SOUTH LAKE TAHOE, CA
SEPTEMBER 12-15, 2017
SOUTH LAKE TAHOE, CA

Example (Slide 1 of 6)

System of Security - > Excel
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Example (Slide 2 of 6)
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Example (Slide 3 of 6)
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Example (Slide 4 of 6)
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Example (Slide 5 of 6)
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Example (Slide 6 of 6)



SEPTEMBER 12-15, 2017
SOUTH LAKE TAHOE, CA
SEPTEMBER 12-15, 2017
SOUTH LAKE TAHOE, CA

“Where Do I Start?”

• NIST Special Publication 800‐14
Generally Accepted Principles and Practices 
for Securing Information Technology 
Systems

• Can be done in bite‐sized pieces
• Get buy‐in from the top
• Share the load ASAP
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Scenario #1

IT gives full claims system access to the claims 
examiner.  Claims examiner is an experienced 
user, claims manager is not.  Claims manager 
was not aware that access was given to claims 
examiner.  
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Scenario #2

Remote access or making data or systems 
available on the cloud can improve efficiency. 
However, the benefits can be greatly 
diminished if security is too restrictive.
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Scenario #3

Accounting manager receives an email from 
the board president. It includes an invoice 
from a vendor and instructions to wire 
payment to the vendor immediately.  
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Who’s Policing The IT Police?
Questions or Comments

Rick Krepelka

Tommy Le

Ritesh Sharma


